
Developed specifically for small and medium
businesses, Microsoft 365 Secure delivers
extra value by combining productivity,
security and backup solutions that work
seamlessly together. It gives you all the
benefits of the cloud – accessible anywhere,
collaborative, flexible, scalable, secure and
always up-to-date. Whether working
remotely or on-site, safeguarding your data is
paramount. 

Cyber Security:
Microsoft 365 Secure

Microsoft 365 Secure is an exclusive
productivity solution protected by Vade,
backed up by Acronis Cloud. Keeping your
data safe and secure.

INTRODUCING MICROSOFT 365 SECURE
WITH ADVANCED SECURITY AND BACKUP.
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If one of your employees clicked on a
phishing email and your business data
was held to ransom, what would be your
solution? How long would it take you to
restore data from backups? Vade and
Acronis could be an easy solution.

THE AVERAGE ANNUAL COST FOR
BUSINESSES THAT LOST DATA OR
ASSESTS AFTER A CYBER SECURITY

BREACH IS 

£8,170
Phishing is the most commonly identified
cyber attack. Among the 39% of UK
businesses identifying any breaches or
attacks, 83% had phishing attacks. Microsoft
365 Secure protects your business with
intelligent security and provides backup with
instant recovery. With Microsoft 365 Secure,
you receive an advanced multi-layered
approach to secure your data, giving you
peace of mind. 
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1 The Cyber Security Breaches Survey 2021 - Gov.uk



Defends against advanced
spearphishing, malware and

ransomware attacks with
global threat intelligence to

predict zero-day threats.
Bolts onto Exchange Online

Protection.

All the productivity apps
your users know and love

such as Email,
SharePoint, OneDrive for
Business and Microsoft

Teams.

Unlimited backup storage
with agentless, cloud-to-
cloud daily backups. All

data is fully encrypted in
transit and at rest, with

point-in-time restoration.

VADE ACRONISMICROSOFT 365

Productivity Email Security Backup

WHAT'S INCLUDED WITH
MICROSOFT 365 SECURE?
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Vade is the only native email security
solution that sits within Microsoft 365,
you won’t even notice it’s there. You
and your team can work remotely or in
the office, safe in the knowledge Vade
is working hard in the background to
protect your business.

The key to protecting your Microsoft 365 environment is to adopt a
layered security approach. While Microsoft 365’s native security features
catch most mass spam waves and known threats, they don’t provide
sufficient protection against advanced phishing and spear phishing
attacks, as well as unknown, polymorphic malware.
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VADE ADVANCED
EMAIL SECURITY FOR 365

Vade's 360-degree analysis of the origin,
content and context of emails/attachments
means it examines more than 30 features
of email content to block both known and
unknown threats before, during and after
attacks. So, should the worst happen, you
can be at peace knowing threats can be
easily identified and deleted to prevent
further infection. Vade Secure also
supplements its protection with traditional
spam filters, blocking 99.9% of spam, an
extensive blacklist and two complementary
virus scanners.
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ACRONIS 365 BACKUP

If the worst should happen, you
could be spending hours retrieving
data. With Microsoft 365 Secure,
you can retrieve data in minutes
with instant restore and quick
email and backup search.

With Acronis Cyber Backup for M365,
you don’t have to face losing your
valuable data. Stored safely and
securely within a UK Acronis Tier-IV
data centre, your data can be backed
up 24 hours a day, seven days a week.
It’s the ultimate protection for your
emails, OneDrive and SharePoint files.

With many businesses subject to an
email retention period for regulatory
compliance, email backup, and the
ability to recover individual messages
or entire folders from SharePoint or
OneDrive, becomes mandatory.

Acronis provides customers with
world-class backup protection every
day. As an award-winning leader in
data backup and file management, you
know their solutions are trusted.



1. Use a firewall to secure your internet connection
Understand what a firewall is
Understand the difference between a personal and a
boundary firewall
Locate the firewall which comes with your operating
system and turn it on
Find out if your router has a boundary firewall
function. Turn it on if it does.

3. Control who has access to your data and services

Read up on accounts and permissions

Understand the concept of ‘least privilege’
Know who has administrative privileges on
your machine
Know what counts as an administrative task

Set up a minimal user account on one of your
devices

4. Protect yourself from viruses and other malware

Know what malware is and how it can get onto
your devices
Identify three ways to protect against malware

Read up about anti-virus applications
Install an anti-virus application on one of
your devices and test for viruses

Research secure places to buy apps, such as
Google Play and Apple App Store
Understand what a ‘sandbox’ is

5. Keep your devices and software up to date

Know what ‘patching’ is
Try to set the operating system on one of
your devices to ‘Automatic update’
Check the warranty dates on your hardware
devices

List all the software you have which is no
longer supported

Cyber Essentials is a simple but effective, Government backed scheme that will help you to protect
your organisation, whatever its size, against a whole range of the most common cyber attacks.
SoConnect can help you on your journey to this. 

In the meantime, you can check how much progress you’ve already made by completing the
handy checklist laid out below.

2. Choose the most secure settings for your devices and
software

Know what ‘configuration’ means

Find the Settings of your device and try to turn off a
function that you don’t need.
Find the Settings of a piece of software you regularly
use and try to turn off a function that you don’t need

Read the NCSC guidance on passwords

Make sure you’re still happy with your passwords

Read up about second factor authentication

Cyber security checklist
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Microsoft 365 Secure instantly elevates the level of protection against cyber
threats. However, it is not your only concern when it comes to security.  

Cyber Essentials Certification should be your next target.



WHAT'S INCLUDED IN
OUR CYBER SECURITY
PACKAGES?

SoConnect provide a wide range of
top of the line security products to
ensure 100% compliance with
Cyber Essentials.

GETTING YOU ON YOUR WAY
TO CYBER ESSENTIALS
CERTIFICATION.

Guarantee ongoing compliance with Cyber Essentials using our
CyberSmart endpoints on all your employee's devices.
CyberSmart fast-tracks the discovery and remediation of issues,
protecting your firm from 99.3% of cyber attacks.

Keeper is the top-rated personal and business password
manager for protection from password-related data
breaches and cyberthreats.

WatchGuard's firewalls integrate next generation firewall and
deep learning technologies to help you identify, block, and
respond to known and unknown threats such as malware,
ransomware, cryptojacking, and more.

Bitdefender uses advanced Artificial Intelligence and other
revolutionary technologies to anticipate, detect, and instantly
block even the newest threats

Microsoft 365 Secure delivers extra value by combining
productivity, security and backup solutions that work
seamlessly together. It gives you all the benefits of the cloud –
accessible anywhere, collaborative, flexible, scalable, secure
and always up-to-date. 
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